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Abstract

Internal compliance processes for financial crime detection within banking and
financial services organizations have, until now, relied heavily upon machine
intelligence-oriented methods. While a significant number of suspicious matter
reports are generated, the proportion of actionable matters from those reports is
small and the reduction of false positives remains a challenge. Late-stage
intervention on large and complex data classes is expensive and banks and
governments recognize that substantial modernization is needed.

An alternative approach, rooted in event-driven architecture, enables a different form
of compliance system that, while not using machine intelligence or analytics to drive
detection, holds the potential for greater effectiveness, efficiency and reduced risk.
Such a system is positioned as a minor enhancement to existing systems rather than
a wholesale replacement. By incorporating high-frequency and low-cost detection
strategies, real-time capabilities, triage workflows, governance and risk
management, and compliance considerations that address the limitations of the
event-driven system, tangible benefits can be sought.
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1. Introduction

The world faces an alarming threat from financial crime-related activities. While the related harm cascades
through the economy and society, detection remains inefficient and ineffective. An exponential increase in
transaction volume and unprecedented levels of investment has not reduced detection shortfalls. Financial
institutions alone spend over US$300 billion annually on compliance and contribute approximately US$16
billion to US national and local treasuries, yet detection yields negligible national or global impact. The
pursuit of machine intelligence continues to dominate despite limited recent success. Machine intelligence
approaches, rather than revolutionising compliance monitoring, have dis-proportionately increased event
streaming costs, complicated system management, and diminished detection efficacy.

The proposed architecture modernises compliance monitoring through event-driven design principles.
Within a financial platform context, event streams are structured, captured, and analysed using well-
established design patterns, without machine intelligence. Supervised learning and unsupervised clustering
replace conventional machine intelligence-driven analytical methods. Reliable subject-matter expertise
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becomes just as essential for successful detection of financial crime as it is for preventing other high-cost
harms associated with fire, bankruptcy, or fatality. The discussion illustrates how the requirements of
governance, risk, and compliance (GRC), critical to any successful enterprise, shape the event-driven
financial-crime detection architecture.

Fig 1: Event-Driven Architecture in Compliance

1.1. Background and Significance Systems designed to detect financial crime have proliferated in the past
twenty years, but with little effect on the incidence of money laundering or the rate of prosecution. The
resulting compliance fatigue, compounded by the adverse impact of false positives on genuine customers,
has exposed the yawning gulf between the expectations of regulators, the demands of business-as-usual,
and the realities of detection system performance. In parallel, machine intelligence techniques have reached
the stage where simple rule-based detection solutions may no longer seem sufficient to address complex
detection requirements. The combination of these two trends suggests that detection systems could benefit
from the same evolutionary leap as the rapidly-evolving user interfaces of retail banking, brokerage and
insurance products.

Such modernization can reduce the reliance on machine intelligence for financial crime detection. Human
analysis is increasingly being displaced by event detection systems capable of making independent
decisions about detection and response. In compliance, systems of this type must sift complex signals
against business-as-usual event streams, following the detection, or otherwise, of events of interest. In some
systems, high user fatigue levels have been compounded by poor detection performance. A focus on poor
investigation outcomes for true positives has also revealed the capacity of machine intelligence systems to
exacerbate outcome quality, rather than improve it.

2. The Evolution of Financial Crime Compliance

Financial crime, especially money laundering and terrorist financing, is a major focus of regulatory
authorities around the world. The governance, risk, and compliance (GRC) systems established in response
to these demands have resulted in significant costs for businesses and for society as a whole, but have had
only a limited impact on the efficacy of financial crime investigations. Although sceptics have long voiced
their concerns, the inadequacies of the current approach are now provoking serious debate about how to
achieve better outcomes at reasonable cost. An emerging consensus points to the need for a radical
transformation of anti-financial crime GRC systems away from traditional batch-processing architectures
towards more effective real-time or near-real-time compliance systems. These proposals are timely.
Providers of artificial intelligence (AI) and machine-learning-based applications have recently begun to
offer a vision of a transformed detection landscape in which traditional, rules-based compliance systems
are complemented or replaced by systems that can learn and adapt to changing behaviour patterns in
financial crime. The resulting hype and excitement, however, may obscure a vital point: developing
effective real-time compliance systems need not involve machine intelligence. Financial crime detection
can be transformed without incorporating any machine-learning techniques at all. Event-Driven
Compliance Systems provide a complete set of compliance components capable of delivering modern,
event-driven detection without any element of machine intelligence. They are able to detect money-

340



Event-Driven Compliance Systems: Modernizing Financial Crime Detection Without Machine Intelligence

laundering and terrorist-financing signals by leveraging the analytical creativity of human minds—the very
factor that makes a compliance team sound its alarm.

Event-Driven Compliance Systems represent a comprehensive set of tools for tackling the detection gap
that remains in the shift to event-driven compliance. Such systems cover all aspects of the detection
process—including real-time ingestion and event modelling, real-time processing and event streams, the
definition of detection strategies based on standard rule, heuristic, and signal-detection approaches,
implementation of triage workflows, and the definition of associated operational metrics—all while
avoiding any machine-intelligence component. The growing body of evidence supporting a gradual drift
away from reliance on traditional batch-processing architectures makes the exploration of these detection
solutions timely. Rather than seeking to adapt compliance systems to take advantage of emerging machine-
intelligence technology, events-driven compliance systems represent a coherent, end-to-end approach to
developing realistic, effective, and explainable event-driven detection systems.

Equation 1: Event system model (EDA) — formal definition

Let each event be a record:

€ = (ti; idi' typei' Xi)

e t;: event time
e id;: entity key (customer/account/counterparty/case key)

e type;: event category (transaction, login, KYC update, sanction hit, etc.)

e x; € RY: attributes/features carried in the event payload
A stream is time-ordered:

S = {el}filytl S t2 S e

The paper states: an event model encapsulates structure and attributes; attributes are selected for
monitoring; and each attribute is represented both as expressions and rules.

Event-Driven Compliance Systems...

Formally, define an event type schema:

Miype = {21, -, a4}

and an attribute extractor:
Xij = aj(ei)

2.1. Research design Research was conducted using the design science framework, which emphasizes the
construction and evaluation of innovative artifacts in response to recognized problems. The artifact in this
case is an event-driven architecture for financial crime compliance systems, with special focus on a
detection component. In this context, design science offers a structured process for creating an artifact that
can alleviate the identified problem, while simultaneously ascribing the resulting artifact with sufficient
rigor and persistence to be considered a candidate contribution to the body of knowledge.
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The event-driven compliance system is conceived as a remedy to the three limitations of established
systems—namely that they do not exploit predictive power, generate excessive false positives, and lack
transparency and explainability—that result from their reliance on machine intelligence for detection. Key
features include dedicated ingest capability for predictive signals, a specialized event modeling layer, a
real-time processing engine that triggers alerts and creates analysis-ready cases, a signal correlation
capability in the detection layer, thresholding for sensitivity tuning, and triage workflows for both temporal
and non-temporal events.

Effect of thresholding on alert quality (illustrative)
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Fig 2: Functional Layers of the Event-Driven Detection Artifact
3. Event-Driven Architecture in Compliance

The application of event-driven architecture to compliance is described in this section. Compliance is
modeled as a distribution of responsibilities across a set of stakeholders, a clear definition enables
identification of event-based equivalents of compliance services and functions. The approach is further
refined by conceptualizing the kind of events that should be monitored, the source components of detection
engines, and how the outputs should be combined to execute detection-related workflows. These sub-
models guide the subsequent design of an event-driven architecture for compliance that leverages
continuous, scalable, and real-time processing for the distribution, sharing, and execution of detection-
related responsibilities.

The design of event-driven systems begins with modeling the application domain as an event system—in
other words, a system that generates and consumes events. An event system consists of event sources,
generating and publishing events, and event sinks, subscribing to and processing events. An event-driven
architecture for compliance can be identified by explicitly modeling the domain as a distribution of
responsibilities across stakeholders, that is, industry participants expecting delineated compliance
capabilities from others. The respective responsibilities for compliance can be separated into distinct
services whose provision relies on the notifications generated by other stakeholders. Such a clear functional
separation greatly aids the detection of signal patterns in multi-party settings.

3.1. Core Concepts and Components In event-driven architecture (EDA), the system handles events to
react to business activities. An event is a significant change in the state of something in the business domain
and can relate to a transaction or an interaction. An event-driven compliance system is composed of a set
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of integrated components performing specific functions at various points of control. These components
include an event model, event sculptors focused on monitoring and controlling data ingestion, event
processors concentrating on analyzing event streams in real time and detecting operational escalations; a
signal correlation service for connecting detected events based on correlation logic and a case management
application for the triage of signals and escalated alerts.

An event model encapsulates the structure and associated attributes of each data category crossing an EDA
system. Attributes are selected for monitoring and analysis according to the purposes of the event-driven
detection strategy. Each attribute of interest is modeled in two forms: as a model expression and as model
rules that enable detection at runtime. Model expressions enable thresholds to be defined for drowning
alerts that surface when the attribute value crosses (or reaches) the severity threshold defined at runtime,
thus surfacing events that need operational attention. Model rules are judgmental conditions and support
the enabling/disabling of such alerts for selected data categories and periods.

3.2. Data Ingestion and Event Modeling Rules, heuristics, correlated signals with thresholds, and
management of Cases and Triage workflows function at or near real-time. An event-driven compliance
system builds detection capabilities based on these elements and associated workflows to identify financial
crime-related events. Within the homicide context analogy, it leaves the identification of who committed
the crime, when, where, how and for what motivation to humans without the aid of machine intelligence
while triggering alerts by identifying victims, witnesses, persons of interest, and other entities that merit
closer scrutiny.

Events are modeled as data structures and diverse external sources feed primary and secondary events into
event streams. Sources are designed to encourage separate data preparation paths for high-volume and
often-low-quality wiring-gapping compliance, such as Alerts from transaction monitoring systems, and data
profiling for support functions like Manual transaction monitoring or Media watch for presence in
newsfeeds and unplanned events like asset freezes. The arrival of data from these sources is managed
through streaming platforms like Kafka or Services like AWS Kinesis or Azure Event Hubs. These systems
offer linear scaling and support a high number of production-producing and consumption-consumer
Applications, reducing the structural development phase for research and experimentation based on rapidly
growing datasets.

3.3. Real-Time Processing and Event Streams Events can include the detection of anomalous or
suspicious activity within a detection engine. Groups of alerts or cases are thus produced in real time and
delivered to analysts for investigation. Event stream processing can improve the exploratory analysis of
potential signals by examining the interaction of systems and entities. Event collection tools or notification
hubs can centralize alert, anomaly, and case notification from disparate detection engines. Related alerts
can be organized into case-like structures and provided as an investigative APT, supporting triage and more
efficient analysis.

Event-driven analysis tools can be used to investigate pairs or small groups of entities—typically, clients
and counterparties associated with a user of the tool—across a set of common events, generating content
suitable for human exploration. Tool output can cover checklists for different issues, including volume
increase and sudden spikes, along with previously defined and tested ad hoc signals. Checks enabled by
APTs can range from high-volume flows, sudden changes in transaction direction, change or introduction
of high-risk counterparties (particularly those using different identified types, such as cash), to transaction
volume correlations over selectable time periods. The output can be presented on an interactive dashboard,
integrating situation-scoped visualizations to enable simple exploration.
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Fig 3: Real-Time Processing and Event Streams

4. Detection Strategies Without Machine Intelligence

Despite the awareness that detection strategies need not involve machine intelligence, there are few detailed
instances describing such approaches in the literature. Two categories of detection methods can be readily
identified: those based on explicit and semi-explicit specifications, for which the implementation is largely
self-evident, and those that rely on less precise descriptions and for which publication of patterns would be
counterproductive.

Detection strategies based on explicit or semi-explicit specifications take the form of rules, heuristics,
frequently occurring activity patterns, and thresholds on control signals. All security technologies generate
copious log data, a small but critical fraction of which pertain to security events. The ability to correlate
segments of logs that appear innocuous—perhaps even benign on a narrow bandwidth—in isolation enables
Discovery Security Operations Systems to reveal dangerous activity of significant duration, or climaxing
in unexpected situations. For instance, a surge of employee access to payroll data will likely indicate a
malicious insider, especially when the frequency far exceeds an established baseline and there is no internal
corporate trigger, such as a merger or acquisition. Increasingly, security teams are fusing Signals-of-Intent
from the Dark Web, Crowd Intelligence data, and tradecraft-compliant cyber operations with information
from their SIEMs and SOAR solutions to enhance decision-making capabilities.

4.1. Rule-Based and Heuristic Methods Most major categories of model risk in compliance systems rely
on rules, heuristics, or combinations of the two as detection methods. A rule represents a pattern of behavior
that is indicative of potential financial crime across a limited set of parameters (Balko et al. 2020). Rules
trigger events for specific types of financial crime within narrowly defined context. Despite the large
number of rules maintained by most institutions, these still tend to capture only a small proportion of a
firm’s financial crime risk. The low incremental case generation rate means that many of these rules have
not been working effectively, as support for human resources on case investigations has been relatively
stable. Consequently, adding new ones does not provide greater support for investigations. However, with
a continual process of deletion, invalid rules could be pruned and attention could shift toward those that are
known or believed to be working effectively.

Heuristics are slightly broader than rules, used to capture a wider spectrum of risk. A heuristic might specify
problematic combinations of flows or contrasting flows between two entities. Relying on detection
strategies with these patterns has generated good case generation rates. The application of heuristics to
cases flagged for review has also provided incremental support for investigations and improved results.
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Cost trade-off: fewer false positives vs more missed cases (illustrative)
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Fig 4: Operational Flow of Rule and Heuristic Signal Generation

4.2. Signal Correlation and Thresholding Comparison, correlation, and thresholding of relevant events
signals facilitate detection of financial crime by identifying high-density zones, measuring intensity and
flow, and comparing disparate events. In rules-based systems, similar methods fulfil an auxiliary role,
serving to identify specific operations to trigger further detection, investigation, and potential case creation.

Commerce, finance, and the global web of finance have been affected by intermittent crises of fraud since
at least the tulip mania of the 1630s; later episodes include the 1720 South Sea Bubble, the Netherlands’
1763—1774 financial scandal, and the 2008 financial crisis; today’s bubbles and breakouts. These and other
financial bubbles test the plausibility of Game’s Thief-in-the-Temple Model and Theorem, a generic formal
model that holds for the outright theft of funds and securities as well as for other forms of financial fraud.
The events described by the model include manic euphoria, the appearance of novel financial schemes,
gathering signs of undenture, suspicious transactions (real or apparent), public warnings, and opportunist
burglaries.

Equation 2: Model expressions — thresholds (“severity threshold”) step-by-step

Pick an attribute ajand a threshold 9]-.
Step 1: compute attribute value

Vij = q (e))

Step 2: compare to threshold

alerti'j = ]1[171"]' > 9]]

where 1[-]is the indicator function (1 if true, else 0).

345



P S L Narasimharao Davuluri

Many compliance signals are “over the last Wminutes/days”. Define a time window for entity id:

W(id, t; 4) = {ey:idy = id, t — 4 < t;, < t}

Example: total outgoing amount over 4:

Step 1: aggregate

A(id, t) = Z amount( ey)
ex€W(id,t;4)

Step 2: threshold

alert(id, t) = 1[A(id, t) = 0]

4.3. Case Management and Triage Workflows Signal detection systems often generate false positives.
Focusing on the correct assignment and progressions of those signals into triage workflows is important.
Composite signals recognize similar or recurring scenarios across entities, activities, and time that need
analysis. Examination can clarify whether what is detected is straight-through processing for
communication, systems operation, or other purposes. Business application-system custom case signals can
smoothly integrate system-specific operational concerns, either with rules, heuristics, or cross-entity
correlation signals. Cost-based signals show overhead scaling with volume or activity levels and are tied to
analytical skill areas needing examination.

Implicit detection systems may generate clutter—a warning to the processes that operational staff traverse
daily. Redundancy reduction or nav-igation assistance supports the objective. Critical empty areas of
systems can be positively regarded as too low a data load to trigger. Signals flagging missing cases or those
that are abnormal or rare can assist or warn users. SISs track area-domain or skill-area attributes to avoid
over-editing or relay for others’ inspection.

Non-MIS-detection systems cover risk areas best. Application-specific signals and triage management
assess the need for investigation and relay the alerts. Incremental cost alerts can detail curved-relation
breakages. Retro-DA signals indicate system abuse, and GRC-SISs capture often-overlooked business
process considerations and typical system operation concerns. Operational-knowledge signals on behavior
warranting review are alerts reserved for limited parties.

5. Governance, Risk, and Compliance Considerations

Organizational, technical, and procedural best practices in Governance, Risk, and Compliance (GRC)
enhance the feasibility, effectiveness, efficiency, and trustworthiness of Event-Driven Compliance Systems
using non-Machine Intelligence detection methods. Alignment with regulations and laws, an auditable
process, and proper documentation are foundational. Additional principles of explainability and
transparency support stakeholders in understanding GRC implications for Event-Driven Systems,
particularly the management of signal and false-positive data quality and handling the consequences of
privacy violations.

Equipped with adequate GRC measures, Event-Driven Systems can reasonably expect to mitigate false
positives at a lower operational cost than current systems. The impact on detection sensitivity remains
uncertain, as the role of non-detection during investigations has not been systematically evaluated. Event-
Driven Systems using machine learning models flow through the organization, particularly in areas
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characterized by a low signal-to-noise ratio, where the case-management system is a potential choke point.
Here, human involvement—especially the synthesis of evidence from seemingly unrelated signals across
disparate business processes—may strengthen the pipeline.
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Fig 5: AI Governance and Risk Management Framework

5.1. Regulatory Alignment and Documentation Emerging frameworks in Machine Learning and Natural
Language Processing open up unprecedented avenues for organisations engaged in financial crime
detection. In contrast with these techniques, Event-Driven Compliance Systems seek to modernise these
detection environments in the absence of Machine Intelligence along three parallel fronts: the use of real-
time processing paradigms, a more structured and comprehensive method of data ingest within a streaming
environment, and an overarching emphasis on development, governance, and support strategies for dwell-
time minimisation.

To achieve harmonisation with requirements imposed by governing bodies, the traditional principles of
Regulatory Alignment and Documentation are augmented with specialised Theories of Governance, Risk,
and Compliance.

When introducing an Event-Driven Compliance System for financial crime detection, alignment with the
guidelines provided by governing entities is essential. Supporting documentation must cover prevention or
mitigation measures related to any conceivable risk, fraud, or misbehaviour statement in an organisation’s
associated regulatory framework such as the UK Money Laundering Regulations, the Dodd-Frank Act, or
the Payment Services Directive. Security refers to people, policies, and resources dedicated to shielding an
organisation’s technical infrastructure. From a Data Perspective, substantial levels of data quality, privacy,
and security must also be guaranteed for these compliance systems.

Tablel: Event-Driven Compliance System Overview

Element What It Does Why It Matters

Event-Driven Monitors financial events in real time Faster detection of suspicious

Processing activity
Detection Approach Uses rules, heuristics, thresholds, and Clear, explainable, and auditable
signal correlation decisions

Case & Triage Groups alerts and routes them for Reduces analyst overload
System investigation

Governance & Applies compliance controls and Improves regulatory alignment
Metrics performance measures and efficiency
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5.2. Auditability, explainability, and transparency Event-driven detection methods enable evidence-
based supervision of the detection systems underpinning financial crime compliance. Every detected signal
should invoke a clearly articulated detection specification together with a relevant pre-event history.
Moreover, the specification and supporting data should be rapidly accessible so that responsible
stakeholders — typically compliance officers, external auditors, or regulators — can independently assess the
validity, relevance, and importance of any detected case. Detection specifications built from heuristics or
business rules can often be directly audited by the stakeholders, while such clarity typically diminishes for
detections based on correlation analysis or continuous signal thresholding.

A related primer question concerns the definitional nature of any detected signal. A case detection is fully
FAEs if it establishes an unambiguous fact or event — e.g., the execution of a fraudulent transaction by an
account, instantiation of a relevant cash transaction surveillance case, or country sanction violation. Signals
based on discreet and fully-FAE case definitions warrant the highest degree of auditability and any
associated audit trails are expected to address key queries with high precision. Signals marking detected
anomalies tend to be less FAE in nature, as they do not denote the existence of a specific fact or event.
Auditability is correspondingly weaker, with the responsible personnel formally adjudicating on these
detected violations to maintain governance. Detections undoing alerts raised by other compliance detection
systems might be similarly classified, with human intervention establishing whether a genuine compliance
violation is present or has been nullified.

5.3. Data Quality, Privacy, and Security An event-driven compliance system that fulfills traditional
detection and alerting functions can address regulatory requirements such as an auditable record of
detection, justifications for escalation and closure, and supporting documentation for the decision-making
process. Compliance is also supported by an explanation of why the methodology does not rely heavily on
machine intelligence, thus enhancing process transparency. However, these benefits are dependent on the
quality of the data used by the system, particularly given that cleansing and processing activities are not
automated. These data quality considerations, together with privacy and security issues connected to the
handling of sensitive data, must therefore be carefully addressed.

Compliance is assisted by the absence of machine intelligence: detection methods are simple and explicable,
and the majority of the processing is rule-based. Removal of data quality concerns is crucial because event-
driven systems lack machine intelligence. High-quality event data streams are essential, and every stream
used by the method must have its source fully understood. Any requirements around data ethics and
algorithmic auditing apply. A significant caveat concerns the signal correlation approach, where a disparate
accumulation of signals makes the combination more difficult to explain. Data accountability challenges
are also pronounced because of the storage of both AML and fraud data. Data privacy requirements are
particularly sensitive given the personal nature of much of the data involved in AML and fraud detection.

6. Evaluation of Effectiveness

A broad range of measures can assess event-driven systems that detect and react to potential monetary
crimes and help reduce the number of false signals sent for investigation. These measures balance the
detection of actual criminal activity (number of true positives) against the operational costs associated with
investigating flag signals. In simple terms, how many criminal cases were caught, and how many were false
positives? The dollar amount of criminal involvement is a secondary concern for these measures; in fact,
the dollar value of flagged cases should generally remain a secret.

The architecture has been tested in industry use cases to yield several measures of operational effectiveness:
supervision, alert, and investigation rates; true positive, false positive, and negative ratios; alert and
investigation dollar amounts; false alert rate by investigation outcome; investigation duration and resource
consumption; case closure rate; supervision commitments; investigation throughput; and external reporting
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fees. Together, these metrics convey the trade-offs between the need for investigations of alert signals and
the valid criminal activity being reported. Additionally, the external investigations highlight how the audit
law and Anti-Money Laundering laws also serve to deter, detect, and formally punish financial crime when
other measures are insufficient.

Equation 3: Signal correlation — from isolated alerts to cases
Let each “atomic” detection produce a signal:

o = (tx,1dy, signal _type,, severity, )

Build a graph G = (V, E)where vertices are signals and edges connect “related” signals:

(0p,0q) EE & ¢(0p,04) =1

where ¢is correlation logic such as:
e same customer id within Atime
e shared counterparty
e same device/IP
e same beneficiary across many senders, etc.
For an entity idand time ¢, define the set of recent signals:

2(id, £) = {oy1idy = id, t — A < t;, < t}

Aggregate severity:

S@d, t) = Z severity,
orEX(idt)

Create a case when the correlated score crosses a case threshold:

CASE(id, t) = 1[S(id, t) > 0]

6.1. Metrics for Detection and False Positive Reduction Modernizing financial crime compliance
systems can occur without reliance on specialized machine intelligence to detect potential financial crime.
The detection of signals or occurrences of potential illicit behavior depends upon the strategy design and
implementation, which can comprise a hybrid of sound heuristics coupled with expert domain knowledge.
Adopted detection methods can include rule-based, signature-based, heuristic-based, pattern-matching, or
coordination proposal strategies. For timeliness, these detection methods should strive to operate outside of
conventional batch windows, reducing the time lag for detection. Nevertheless, operating outside the limits
of machine intelligence also entails the risk of increased false positives.

There is a tension between timely detection and false positive reduction: lower false positive rates often
come with added delays. Within an event-driven compliance approach, deployed detection mechanisms
must possess sufficient effectiveness metrics to limit, or at least not increase, operational burden. Although
any operational cost is an important metric, the amount of possible false positives can also be expressed as
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a detection costs rather than a pure operational cost. Where hours of expert analyst time are invested in
analyzing potential false signals, the cost of such investigations can be deemed a financial detection cost
against which the operational effectiveness metric is defined. The rationale is that an event-driven
architecture may not require machine intelligence but will nonetheless generate a non-zero analyst time
detection cost that will grow with additional false positives.

6.2. Operational Metrics and Cost Considerations Operational metrics inform the efficiency and
adequacy for statutory and organizational purposes of event-driven compliance systems. They also govern
costs. Two kinds of cost are relevant: recurrent costs for maintaining the system, including the associated
work and automated resources, and unit costs for inspections and audits generated by the system. Since the
systems assume a self-informing organizational posture, detection resources must ensure that the
investment in inspection resources typically externalized is reasonable. One means of ensuring reasonable
investment is to cap false positive rates and the other is to interrogate the bulk of detections. A third, usually
implicit, test relates to how quickly a compliance system has a fair chance at announcing a detection of
required action (an alert) without generating excessive false alarms.

Evaluations conducted in real time of two event-driven compliance systems illustrate some implications for
recurrent costs and operational metrics. False peak rates provide an idea of whether the operational staff
deployments are reasonable for keeping the cost of external inspection within reason. Detection rates per
month are thus divided by the size of the current engagement and also weighed against a cap of 10-15 %
of the total outgoing to third parties. Lastly, the ratio of alerts to other detections indicates the effectiveness
of ongoing tuning efforts in scaling-up cover for cases requiring immediate actions.

6.3. Post-Detection Investigation Outcomes
Evaluation of Effectiveness: Post-Detection Investigation Outcomes

For any detection strategy, the ultimate goal is to prevent financial crime in the broader interest of society.
A useful way to evaluate detection systems that do not rely on machine intelligence is to analyze outcomes
of post-detection investigations. This is an obvious yet often neglected line of inquiry. For example, events
flagged as potential financial crime by established detection systems — those using machine intelligence
or rule-based methods — represent a large subset of all detected instances. The next stage of these detections
most commonly involves case management and assignment for investigation and review. In such cases, the
higher the number of investigated detections that are rated as “false positives” (with no evidence of financial
crime), the more ineffective the system may appear.

Even with the high number of investigated negative detections, an uptick in detection assignment volume
may support the need for deeper analysis on subsequently detected signals. As detectives and investigators
manually explore more candidate signals, perhaps flagged potential financial activity representing a sudden
accumulating capital position towards a specific known high-risk address or address generating unusual
wealth, trends may begin to emerge. Neither the triggering rule nor the triggering heuristic detection
heuristic may have raised the combination of signals to a detection borderline, yet the underlying financial
traffic may nonetheless be associated with flagged behaviour. Over time, conversation with detectives and
management may even result in creating a high-risk category, growing rules pertaining to higher-risk-
change, or developing new heuristic checks.

7. Comparative Analysis: Event-Driven Versus Machine Intelligence Approaches

Live-world developments, particularly advancements in artificial intelligence and machine learning, have
prompted much interest in machine intelligence-based detection solutions. This fascination is not
surprising, given the apparent potential. Yet the application of machine intelligence requires time and
resources: data must be prepared, clear rules defined, and models trained. These demands may not always
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be feasible or necessary. During the past five years, several events highlighted or prompted the addition of
new detection rules — technically straightforward additions to an event-driven compliance architecture —
and the immediate need for enforcement teams to work faster and smarter. During these increasingly urgent
periods, organizations turned to the event-driven detection framework.

Machine intelligence-based detection systems support rules, thresholds, and portals for the creation of
schematic visualizations. Yet real-time detection architectures more commonly employ rules and thresholds
as they process combinations of event streams. Detection in an event-driven architecture can incorporate
organizational knowledge through both heuristic rules and combinations that correlate and threshold other
signals — a powerful complement and precursor to exploratory query-based machine intelligence systems.
Human beings may be placed within the loop when the potential consequences call for multi-dimensional
consideration. Moreover, event-driven detection architectures are often coupled with case management and
triage workflows.

Fig 6: Event-Driven Security

7.1. Strengths and Limitations of Event-Driven Systems Event-driven compliance systems offer unique
strengths and limitations, distinguishing them from approaches employing machine intelligence. Key
strengths include improved detection performance, increased cost-effectiveness, and enhanced governance,
risk, and compliance alignment; meanwhile, limitations encompass a smaller volume and scope of detected
signals, a reliance on design breadth and depth, and heightened operational strain.

Signals identified by an event-driven strategy generally benefit from operational-level correlation.
Conversely, an emphasis on qualitative data analysis over quantitatively driven decision-assistance
techniques often results in a higher total human cognition effort than would an alternative approach that
discerns fewer but clearer signals. Event-driven compliance thus often functions as a highly efficient
human-in-the-loop analytical process instead of a fully autonomous machine-intelligence-based system.
Investigative performance efficiency is likely to improve when either the quantity of detected signals
approaches operational limit or a non-compliance signal detection is genuinely informative at a depth
beyond the operational-layer processing thresholds deployed.

Signal detection scenarios where event-driven compliance systems shine are typically those aligned with
the known detection advantages of human intelligence in cognition-demanding contexts—especially those
potentially benefiting from qualitative hindsight exploring easy-to-gather but usually viewed as too-little-
available (or potentially negative-value-adding) situational details. These could equally include human-in-
the-loop qualification, validation, and explanation beyond a core case management platform. Satisfactory
performance levels at cost-effective levels distinguish event-driven financial crime compliance systems,
especially within horizontal levels of detection where either the machine-intelligence-based alternatives are
commercially unviable or the supporting financing and risk appetite are not apparent.

351



P S L Narasimharao Davuluri

7.2. Scenarios Where Human-In-The-Loop Enhances Outcomes Consider a fictitious financial services
organization that has implemented an event-driven compliance system to complement existing machine
intelligence technology. The hypothetical institution serves domestic customers as well as various
authorized overseas locations. The conventional approach executes batch model-based detection in a
separate country to identify remittance suspicious activity.

The event-driven system deploys the detection in the source country in real-time. The event is manually
marked as suspicious, then executed. Certification of all remittances above $2,500 is automatic; transactions
between friends and family are not automatically marked as suspicious; remittances to prohibitive country
are monitored. A combination of risk rating of customer relationship, volume of remittance, and sum of
remittance over three month period is used to detect unusual behaviour.

The event-driven system allows for a greater number of alerts on remittance, at a far lesser false positive
rate; and this would potentially lead to smarter investigations — as now all these higher risk transactions
are scrutinized, rather than filtering with a batch approach, followed by an automatic execution.

8. Conclusions

The financial crime detection landscape has evolved considerably over the past half-century, yet the desire
for a ‘machine’ capable of performing the task with both high accuracy and low cost endures. However,
historical data and lessons from other domains suggest that the task may not be amenable to totally
autonomous solutions. A case is made for modernizing detection capabilities without the use of machine
intelligence by framing the problem as one of event-driven compliance.

The key strength of event-driven compliance lies in its combination of rule-based detection strategies,
human expertise, real-time processing, and operational resources capable of managing high volumes of
alerts. It allows organizations to strategically reduce noise while remaining compliant with external
governance requirements, thereby reallocating costs toward innovation and developing more resilient
business models. Financial services organizations pursuing event-driven compliance systems can aim to
retain detection capabilities for regulatory alignment and externall assurance, but seek to flag, record, and
prioritize alerts rather than independent signals. When combined with automated audit trails, organization-
wide data-quality constraints, and carefully curated datasources, these measures serve to foster greater
alignment with the principles of auditability, explainability, and transparency now expected for other third-
party-deployed machine-intelligence-based services.

8.1. Emerging Trends Emerging trends offer a particular opportunity for financial crime detection systems.
elD, or verified identity attributes sourced from a trusted origin, are expected to increase in adoption. For
example, using Verifiable Credentials to retrieve definitive identity information from eIDAS allows
detection rules, heuristics, and thresholds to change from best effort to immutable. In addition, more
actuarially sound crime risk indicators are emerging. Calibrated data from prudential supervision and
financial consumer protection agencies, combined with data from law enforcement, allow for creation of
risk signals that predict when Fls are likely to perpetrate, and not just when they are likely to be victims of,
financial crime. Finally, the strategies of first-line defence are becoming available in product form, allowing
clients to procure crime-detection Signals, Alerts, and Triage Workflows as dedicated services.

In conclusion, Event-Driven Compliance Systems propose a modernised detection architecture that does
not use machine intelligence. The adoption of EDA dovetails with risk-based approaches, reduces false
positives without sacrificing detection performance, and enables predictive crime-detection Signals.
Emerging trends in verified identity information, crime-risk indicators and first-line-defence strategies
enrich the system’s offerings.
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