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Abstract: The handling of digital forensic cases significantly impacts the public interest. A lack
of integrity in the digital forensic process, often caused by non-adherence to ethical codes, can
result in a loss of trust in investigation outcomes. This research aims to identify, analyze, and
evaluate existing digital forensic frameworks. While many countries have developed standard
frameworks tailored to their specific needs, a notable gap exists in Indonesia, which requires
attention from both academics and practitioners in the field of digital forensics. This study
employed the Participatory Action Research (PAR) method, engaging stakeholders from both
industry and academia. The result is the SUFREE framework (Supervisory Framework to Respect
Ethics) which were developed through literature reviews and stakeholder discussions. The new
framework is expected to enhance the quality and professionalism of Indonesian digital forensics
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1. Introduction

Digital forensics is a new discipline. The field of digital forensics emerged as a response to crimes
in the United States during the 1980s regarding unauthorized modifications to computer devices. The
practice of forensic science in general has a long history so that it can be considered valid and reliable
in criminal cases. An example of this forensic practice is the study of fingerprints. This study began in
1686 and was used to identify a person, and then in 1882 began to be used in the disclosure of criminal
cases [1]. Studies on digital forensics conducted by several researchers reinforce the opinion that
digital forensics is still far from perfection, especially in the application of frameworks [2]. Topics in
the field of digital forensics based on studies that have been conducted still require improvisation in
the forensic process to analyze digital evidence. The facts of studies that have been studied by
researchers in various countries lead to recommendations for improving digital forensic frameworks
[3]. Digital forensics practitioners and academics are paying particular attention to scientific validation
in digital forensics, and the crisis in this field has been recognized by the world's standardization
organizations [4]. Scientists and researchers have responded by demanding expert accreditation and
discussing the lack of regulations for reliability testing and the danger of bias caused by framework
errors and ethical violations by practitioners [5]. The Indonesian government has made efforts to
standardize these practitioners with the existence of expert certification for digital forensic
investigators and analysts, but there is no specific regulation regarding validation testing of digital
forensic processes.

As technology continues to evolve, the potential for digital crime increases. Social networking
platforms and financial technology are ideal places for criminals to commit digital crimes. Crimes that
occur on social media platforms also have the potential to lead to the fintech domain. Social
engineering on social networks and crimes on fintech applications committed by criminals are one of
the modus operandi that researchers are concerned about [6]. Digital crime will get worse if the
handling of digital forensic investigations is not done properly. Studies that have been conducted by
several researcher’s state that the poor results of digital evidence analysis in social networking cases
are caused by negligence in the process of collecting digital evidence [6]. Poor digital evidence

124


mailto:arizona@unisayogya.ac.id

Supervision-Based Digital Forensics Framework to Respect Ethics
using Participatory Action Research Method

disclosure results can occur due to inappropriate framework implementation and lack of data
management.

The readiness and maturity of digital forensics in organizations is related to risk mitigation
measures for information technology infrastructure. Studies on organizational security state that the
level of forensic readiness affects the risk of exploitation crimes [7]. In fact, a deep learning technique
can also be used in identifying and classifying attacks to recognize readiness in digital forensics. The
level of maturity and readiness of the forensic process according to Ariffin and Ahmad needs to be
tested using the COBIT framework and integrated with certain indicators [8]. The framework for
testing the level of maturity of digital forensics is considered the effective tool to measure the readiness
of forensic capabilities in an organization [9]. Discussions about the importance of ethics in the field
of digital forensics in America began in 2016 at the American Academic of Forensic Science (AAFS)
conference. The discussion led to an agreement on the necessity of standardized professional code of
ethics in the field of digital forensics. Seigfried-Spellar, Rogers, and Crimmins recommended that the
development of the code of ethics should be based on seven values: consistency, respect of individuals,
autonomy, integrity, justice, utility, and competence [10].

Digital forensics has a major influence on the public interest. Studies related to digital forensics
suggest that monitoring the results of digital forensic investigations is very important because it will
affect public trust. Trust in the digital forensic investigation process has been under the spotlight of
many parties, including academics and researchers. Neale in an article written according to the results
of his research states that there is an issue of trust in the reliability of case disclosure using digital
forensics, in the form of an inverse relationship to the trustworthiness of the digital forensic process,
namely the more the process is trusted, the less confidence in the reliability of the results [11]. Opinions
regarding reliability and security in the field of digital forensics are heavily influenced by aspects of
trust. Parties involved in investigating cases related to digital devices need to increase their level of
scepticism in the digital forensics process. NIST issued a publication on how the trust aspect affects
security in a company [12]. The 'trust' in this architecture refers to how the framework ensures that
violations are prevented, whether due to human error or intentional ethical breaches.

The conditions that have been criticized by researchers about the code of ethics and trust in the
field of digital forensics are inseparable from many results of digital forensic investigations that are
not ideal. These results occur due to many factors, ranging from improperly implemented investigation
frameworks, fraud on the part of those conducting the investigation, and parties who intervene in the
investigation. Incorrect implementation of the framework and fraud on the results of digital forensic
work can result in poor execution of a decision [13].

In the current research, Sufree framework is proposed as a standard framework which is suitable
for digital forensics investigation process in Indonesia. There are 5 parts in this article. Section 1
presents the importance of digital forensics science and the development of issues in digital forensics.
Section 2 presents several references related to the research. Section 3 describes PAR method used to
conduct the research. Section 4 presents the results based on PAR research method. The final results
of the research are summarized in section 5.

2. Related Works

The importance of maintaining the integrity of evidence and the digital forensic process has led
many researchers to propose a framework aiming at improving the process. Frameworks are usually
proposed based on different aspects depending on the researcher's point of view.

Montasari, et al. proposed The Integrated Computer Forensics Investigation Process Model
(ICFIPM). ICFIPM is a forensic investigation process framework or model specifically designed to
collect digital evidence from various sources such as computers, networks and mobile devices. This
model focuses on the collection, analysis, and interpretation of digital evidence with the goal of
identifying and collecting significant digital evidence [14].
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ICFIPM demands a thorough, organized, and all-encompassing forensic investigation approach for
gathering, analyzing, and interpreting digital evidence. ICFIPM enables investigators to conduct the
process with precision, proper documentation, and high standards, ensuring compliance with legal
procedures.

Horsman explained his framework, namely Framework for Reliable Experimental Design (FRED)
that is the framework or model used to design and conduct reliable and reproducible experiments [15].
The goal of FRED is to optimize the reliability of experimental results through careful and structured
planning. FRED can be used to ensure that the experiments carried out have high reliability and
trustworthiness, so that the experimental results can be used as a basis for decision making.

Granja and Rafael proposed PREDECI (Practical Research into Digital Evidence and Cybercrime
Investigation). This framework is a digital forensics framework designed to assist cybercrime
investigations [16]. PREDECI is a significant tool for law enforcement, enabling cybercrime
investigations to be conducted in a structured and systematic manner, guaranteeing the efficient and
effective collection of evidence.

Ferguson, et al. described in their work about digital framework called PRECEPT. PRECEPT
(Process for Recording and Executing Computer Forensic Examinations and Techniques) is a digital
forensics framework used to guide and record the digital forensic examination process [17]. PRECEPT
helps law enforcement and digital forensic professionals in planning, implementing, documenting and
presenting the results of digital forensic examinations in a structured and systematic manner.

Horsman in another research proposed new framework called PPDPP (Preparation, Collection,
Analysis, Presentation, and Preservation). The digital forensic framework was designed to assist the
cybercrime investigation process [18]. PPDPP is very useful for law enforcement and digital forensics
professionals in carrying out cybercrime investigations in a structured and systematic manner, making

it possible to collect evidence effectively and efficiently.
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3. Method

This research used observation method followed by participatory action research (PAR) as the
analysis stage [19]. Observation was carried out to analyze the symptoms and causes of digital forensic
practitioners committing ethical violations, while the PAR method was used to analyze the cycles
which occur in the field. This design method is based on social practice action research which aims to
get improvement from a cyclical process so that systematic steps can be found [20]. PAR is a research
method that emphasizes action practices carried out by a group of people with the aim of improving
the ongoing cycle. PAR research is predominantly qualitative in nature, although quantitative methods
can be used for measurement.

PAR method is very rare and even very difficult to find in research which as a STEM science basis.
Based on what Gaskins, Guy, and Arthur stated in their article, this method is not well understood and
accepted in the field of engineering, because this field implement methodology changing in a slow
manner [21]. However, their ideas mentioning that the method is very beautiful, impactful, and
powerful are brilliant. PAR method can be used to motivate participants to create new things which
are necessary in the problems that they and the researchers focus on.

As shown in Figure 1, action research cycle was iterative until ideal conditions were achieved. This
model relies on the participation of participants so that the expected final results are in accordance
with the real conditions in the field. The PAR method in this research has three major stages with
several cyclical phases. Each stage describes how the research team consisting of academics,
practitioners, and organizations digital forensics is involved in the identification, development, and
implementation of solutions to the problems raised in this research.

The three major stages of the research steps are Identification, Development, and Implementation
that can be detailed into five phases namely Identification, Analysis, Evaluation, Development, and
Testing. These steps are described in Table 1. The results of this research will then be presented in
dissemination to practitioner organizations and academics.

Table 1. Details of research steps

Steps Description
Identification Jointly identify various cases of ethical violations in digital forensics
Analysis Conduct joint analysis of knowledge gaps and practices of ethical
violations in digital forensics
Evaluation Evaluate various framework models related to ethical violations in
digital forensics
Development Jointly develop a new framework for ethical violations in digital
forensics
Testing Examine framework documents related to ethical violations in digital
forensics

Participatory Action Research (PAR) is a research methodology that involves active participation
from stakeholders in identifying, analyzing, evaluating, developing, and testing a framework or
solution to address a particular issue or problem [22]. In the context of developing a digital forensics
framework, PAR entails engaging various stakeholders such as digital forensics experts, law
enforcement agencies, cybersecurity professionals, and potentially even representatives from the legal
sector or private industry.

The process typically begins with the identification phase, where stakeholders collaborate to
identify key challenges, requirements, and objectives for the digital forensics’ framework. This may
involve conducting surveys, interviews, or focus group discussions to gather insights and perspectives
from diverse stakeholders. Once the challenges and objectives are identified, the analysis phase
involves a detailed examination of existing digital forensics methodologies, tools, and practices. This
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analysis helps identify gaps, limitations, and opportunities for improvement in current approaches to
digital forensics. In the evaluation phase, stakeholders assess potential solutions and methodologies
proposed for the framework. This may include evaluating the feasibility, effectiveness, and scalability
of different approaches, as well as considering factors such as cost, resource requirements, and legal
implications.

Based on the findings from the evaluation phase, the development phase involves designing and
refining the digital forensics framework. This may involve creating workflows, protocols, guidelines,
and standards for conducting digital investigations, as well as developing or adapting tools and
technologies to support the framework.

Finally, the testing phase involves validating the effectiveness and reliability of the developed
framework through practical testing and validation exercises. This may include conducting simulated
forensic investigations, running test cases on real-world data sets, and soliciting feedback from
stakeholders to identify areas for further refinement and improvement.

4. Result and discussion

4.1 ldentify the digital forensics framework

Based on FGDs and interviews conducted by researchers, expert participants' understanding of
the digital forensic framework is that it refers to a systematic approach used to investigate cyber events
or incidents with several objectives with the output of presenting digital evidence effectively. There
were three expert participants who were asked for information in this study. The participants came
from academia who have been pursuing the field of digital forensics for more than five years. They
were considered, by the researchers, as stakeholders who contribute to the formation of forensic digital
framework by actively involving it.

The first expert explained that a digital forensic framework could provide a structured approach
to investigate crimes or incidents and ensure that digital evidence could be effectively collected,
analyzed, and presented. The second expert explained that the purpose of investigating was to collect
digital evidence effectively, analyze the evidence collected, and document digital evidence. The third
expert explained that the forensic digital framework was used as a tool in an organization or state
institution. Some digital forensics frameworks had similarities such as the use of terms at their stages
but differ in the technical details in them. The establishment of the framework was carried out with the
aim of supporting the process of data collection and interpretation of electronic evidence. Based on the
forum group discussion (FGD) conducted in April 2024, expert participants said that the stages of
preparing the framework began with initial identification. Some experts determined it with an
assessment to understand the incidence of the case to be analyzed.

The existence of this framework is to assist forensors or digital forensics professionals in
developing a structured methodology to support the identification process of data collection and
interpretation of electronic evidence. The preparation of the digital forensic framework goes through
several stages, namely: identification, planning, evidence collection, analysis and interpretation of
documentation and maintaining the integrity of the evidence or maintaining the authenticity of the
evidence. Digital evidence must be obtained legally and verified for validity by computer science and
information technology experts to be valid in criminal trials [23,24]. Therefore, validation steps from
experts are important to carry out in the investigation process.

Regarding the identification of digital frameworks, the participants mentioned that there are
several frameworks that may be familiar to forensors, such as: National Institute of Standards
Technology. (NIST), National Institute of Justice (N1J), International Digital Investigation Framework
(IDIF), Scientific Working Group on Digital Evidence (SWDGE), Association of Chief Police Officers
(ACPO) and ISO. The existence of these frameworks is very helpful in ensuring that the procedures
used by forensors are in accordance with the standards made so that there is no abuse or deviation in
the proof process until the last stage, namely the proof of digital evidence. Furthermore, in the view of
the participants, each framework had a difference. The most obvious difference between the major
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digital forensics frameworks was in their use. In general, each of these frameworks has a different
purpose, for example in the use for forensic analysis on mobile devices and network devices [23]. This
has shown a difference in the purpose of use so that the framework must be different.

Prayudi argues that the framework has not yet depicted the interaction between humans, digital
evidence, and processes, so it needs a business model approach [25]. This explanation is in line with
Casey's opinion that digital forensics has a human component, rules, and tools [26]. Two participants
argued that a framework built to prioritize ethics should be able to describe the relationship between
technical officers or police officers and certified digital forensic experts. They said that the
standardization of the use of tools in the digital forensic framework needs to be explained

Table 3. Framework identification aspects
Aspects Explanation

Definition A systematic approach to
cyber investigations with the
aim of effectively presenting
digital evidence

Objective Assist forensics in developing
a structured methodology for
the identification, data
collection and interpretation of
electronic evidence

Stages 1. Identification 2. Collection 3.
Examination 4. Analysis and
interpretation 5. Documentation
Known NIST, NIJ, IDIF, SWDGE,
Frameworks | ACPO, ISO

Framework | Ensure forensic procedures are
Benefits standardized, preventing
evidentiary irregularities
Framework | 1. Intended use (forensic
Differences | analysis of mobile devices vs.
networks)

2. Programming language
(depending on the type of
analysis)

3. Category (commercial vs.
open source)

Framework | Provides a basic work
Equation structure as a step-by-step tool
in digital forensic work,
including rules and rules for
using digital forensic tools

In addition to the differences between frameworks, the field findings of this research show that
there are similarities between all frameworks. In general, the similarity between frameworks is that
they provide a basic work structure that is a tool that guides step by step in carrying out digital forensic
work. The basic work structure includes rules and regulations in using digital forensic tools. An
explanation of the identification of digital forensic frameworks can be seen in Table 3.

Considering the identification above, the researchers discussed with experts about the suitability
of these frameworks for conditions in Indonesia. According to the experts, the framework can be
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applied in Indonesia and the procedures have also been used in real cases undertaken by digital
forensors. However, the participants also mentioned the importance of Indonesia having its own
framework that is in accordance with the unique social, cultural, legal and regulatory environment in
Indonesia.

4.2 Analysis of elements and sub-elements of various digital forensic frameworks

Field findings from interviews with participants stated that the earliest elements of the digital
forensics’ framework are identification and planning. In identification, it can be traced about the
category of cybercrime committed, whether it is about system misuse or certain security violations.
Meanwhile in planning, preparation can be made for the necessary resources, the need for time used.
After identification and planning, the next step is evidence collection. The process of collecting this
evidence usually includes identifying security and recording relevant digital evidence.

Various digital forensic frameworks adopt varied approaches in defining the elements and sub-
elements that support the digital forensic investigation process [27]. Different digital forensic
frameworks exhibit diverse methodologies for deciphering elements and sub-elements, which impacts
the effectiveness and integrity of the digital forensic investigation process [28]. Based on interviews
with three expert sources, core elements such as identification, preservation, inspection, analysis, and
documentation were the main components found in most frameworks. The framework for digital
forensics must have well-documented stages to maintain the credibility of the investigation results [29].
The process of proper preservation and validation of each sub-element greatly affects the success of
the investigation and the receipt of evidence in court [16]. The first expert participant explained the
importance of validation at each stage of the investigation to ensure that data integrity is maintained.
The second expert participant highlighted the monitoring role of certified forensic experts in
conducting applied technical performance assessments. The participants explained the importance of
statistical assessment to each step to improve the quality of the analysis results. Validation acts as a
safeguard, confirming that the evidence remains unaltered and reliable from its collection to its final
analysis, which is crucial for maintaining trust in the forensic process

4.3 Evaluation of various digital forensic frameworks

The evaluation stage is a crucial step in the development of Sufree's forensic digital framework.
A comprehensive evaluation will identify the shortcomings, strengths, and effectiveness of this
framework. Thus, continuous improvements and improvements can be made.

Regarding the evaluation of the digital forensic framework, the participants in this research
mentioned the need for a framework which did not only explain the handling of digital evidence but
also needs to cover the entire handling of digital forensics, starting from human resources to evidence
and the applications used, then how to present and how to preserve it. In the view of the participants,
a framework was needed adapting the uniqueness and conditions existing in Indonesia.

Expert participants evaluated one of the frameworks frequently used in Indonesia, namely
ISO/IEC 27037. In this framework there is still a lack of preparation. ISO/IEC 27037 only refers to
the earliest elements of identification, but there is no preparation [30,31]. Whereas in this preparation
there are important elements related to the forensor subject (the first handling assistant for digital
evidence, digital evidence founder, digital evidence specialist and others) which must be ensured to
have adequate competence as evidenced by the certification of expertise. Participants made
recommendations if a digital forensic framework did require planning, but that was not the most
important thing. The new digital forensics framework must be able to have mechanisms to maintain
the integrity of the evidence and the integrity of the process.

As in table 4, the participants saw the importance of training and developing human resources
who really master or are ready to face threats or cyber-attacks. In addition to competence, the number
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of digital forensors is still not optimal in numbers, including the distribution of resources which was
still minor in Indonesia in which there were still very few numbers of certified digital forensor. The
number of digital forensic experts in Indonesia continued to grow but remains limited compared to the
increasing demand for cybercrime investigations [32,33]. Another evaluation material was about the
lack of infrastructure to conduct research and innovation [34]. According to the participants, the lack

of infrastructure hindered the development of the digital forensics’ world.

Table 4. Evaluation results of digital forensic framework

Completeness

presentation
and
preservation of

Evaluation | Disadvantages | Recommendation
Aspect
Framework | Less focus on | The framework

needs to cover the
entire handling of
digital forensics,

evidence. from human
resources,
evidence,
applications,
presentation, to
preservation.
Suitability | ISO/IEC The framework
with 27037 focuses | needs to adapt the
Conditions in | less on uniqueness and
Indonesia | forensor conditions in
preparation Indonesia
and
competency.
Technology | Digital More sophisticated
Development | forensic tools | digital forensic
are less tools are needed.
sophisticated.
Government | Regulations There is a need for
Regulation | are not up to regulations that
date and are up to date and
cannot predict | can predict the
the future. future of digital
forensics.
Forensor Training and Optimal training
Quality development | and development
of human of human
resources is resources as well
less than as equitable
optimal. distribution of
forensor resources
are needed.
Infrastructure | Lack of Adequate
infrastructure | infrastructures for
for research research and
and innovation are
innovation. needed.
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Digital forensics in Indonesia faces rapid technological growth, followed by increasing digital
security threats. In response, participants emphasized the need for policies which addressed forensic
shortcomings and ensured investigations uphold ethical standard.

4.4 Developing a new framework in Indonesia

Regarding the development of a framework document in Indonesia, participants stated that it was
important to ensure a comprehensive framework which covered several elements reflecting the specific
needs and context in Indonesia. Based on the consensus of the participants in this study, there were
four important aspects which had to be considered in building a framework to prevent ethical violations
so that respect for ethics can be realized in digital forensic investigations, as can be seen in Figure 2.

Law on Personal Data Protection

Individual Privacy &
Organzational

Law enforcemant
Confidentiality

SUFREE
Framework
Integrity of Prevention of
digital avidence Investigator error
Tools Usage

Figure 2. Aspects of the framework

Digital forensic procedures must comply with the requirements of legal authorities in the
respective country's jurisdictions [35]. The lack of standard norms for the handling of digital evidence
could hinder its acceptance in legal contexts, requiring collaboration between the legal and technology
sectors [36]. Another thing that was also important to pay attention to in the preparation of this new
framework document was the existence of a collaborative team consisting of the cyber community,
academics, government, companies, law enforcement and other actors who can sit "together in one
forum™ to discuss new documents that are suitable for the Indonesian context.
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Figure 3 shows that Sufree (supervisory framework to respect ethic) consists of five major stages:
identification, preservation, analysis, documentation and presentation. These five stages are inspired
by the simple stages of The NIST procedure is proposed by NIST as the stage most often used by
researchers. The NIST procedure is open to development that can be adapted to the circumstances of
the organization [37]. The explanation for the steps especially validation and monitoring of each stage

in the Sufree framework can be seen in Table 5.

Table 5. Validation and monitoring of each stage

Identification

relevant
evidence has
been identified
and collected.

Stages  |Validation Monitoring
Digital Experts
forensic (supervisors)
experts assess the
(supervisors) | performance
ensure that all |of technical

workers in the
identification
process and
confirm that
no evidence is
missed.

Examination

use of
inspection
tools and
techniques to
ensure the
accuracy of the
analysis
results.

Experts Experts
(supervisors) | (supervisors)
ensure that the | monitor and
preservation |assess the
techniques process to
. used are in ensure the
Preservation ;
accordance evidence
with the set remains intact
standards. and not
affected by
external
factors.
Experts Experts
(supervisors) | (supervisors)
evaluate the  |assess the

efficiency and
effectiveness
of technical
workers in the
use of forensic
tools and
methodologies
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Experts Experts
(supervisors) | (supervisors)
ensure that the | assess the
results correctness
Analysis |obtained are |and

free from bias |consistency of
Or errors. the analysis
results with the
available data.

Experts The expert
(supervisors) | (supervisor)
review assesses the

documentation | completeness
Documentati |to ensure its | of the

on completeness |documentation
and
conformity
with standard
procedures.

Monitoring and validation are carried out by experts as a supervisory group consisting of
practitioners who have been certified or have experience in the field of digital forensics is necessary
to preserve the integrity of digital evidence and ethics that carried out by forensors. The context of
certified experts was proposed because the participants realize that in Indonesia, a group of
investigators need to work quickly while there are fewer certified practitioners and the ethics of digital
forensics process were often left unsupervised. The validation and monitoring diagram of the Sufree

framework were visualized as in Figure 4.
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Figure 4. Validating and monitoring of Sufree Framework
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SUFREE's digital forensics framework explains that the monitoring and validation process carried
out by supervisors to technicians plays an important role in maintaining the integrity and quality of
each stage of the investigation. At each step of Identification, Preservation, Inspection, Analysis, and
Documentation, supervisors who are certified digital forensic experts are responsible for technical
validation and monitoring of technician performance. The validation and monitoring process is
illustrated in Figure 5.

Manitocing
R
44—

Validation

Supervisor Technician

Figure 5. Validation and monitoring mechanism

The validation process involves checking the engineer's work to ensure that all actions taken are
in accordance with the standard operating procedures (SOPs) and methodologies that have been set.
Supervisors verify that digital evidence has been correctly identified, preservation techniques are
applied appropriately, examination tools are used effectively, analysis is carried out without bias, and
the entire process is fully documented.

Table 6. Monitoring Criteria at each stage
Stages Monitoring
criteria
Accuracy
Identification Completeness
Speed
Data Integrity
Preservation Security
Speed
Accuracy of Tool Use
Efficiency
Completeness of
Results
Accuracy of Analysis
Analysis Reliability of Results
Obijectivity
Completeness
Consistency
Accuracy of the
conclusion

Examination

Documentation

The criteria used at each stage are different. There are three criteria that have been agreed upon by
the researchers at each stage as shown in Table 6. Monitoring in the Sufree framework uses the AHP
method assessment process that can evaluate technicians according to criteria objectively. AHP is a
commonly used decision-making tool for solving MCDM problems and is useful in a variety of real-
time applications.
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Spead Speed cmgleteness Cojectivty e i

Figure 6. Hierarchy of AHP for monitoring assessment

In the development of the SUFREE (Supervisory Framework to Respect Ethics) framework for
digital forensic investigations, monitoring the performance of technical workers is a key element that
requires in-depth analysis. To carry out this monitoring, the Analytic Hierarchy Process (AHP)
approach needs to be carried out with criteria arranged in a hierarchical hierarchy, as seen in figure 6.
This AHP hierarchy helps determine the weight and priority of each stage in the digital forensic process
based on the main goal of the framework, which is to ensure objective and comprehensive monitoring
and validation of technical worker performance.

The weighting process with three criteria is carried out through the calculation of the comparison
matrix with the formula Eq. (1):

A=1|1/ay, 1 a3
1/a13 1/az; 1

1 ) 2k!
Eqg. (1)

Explanation:

A = weight of criterion A

a,, = Weight of criterion 1 versus criterion 2

a,; = Weight of criterion 1 versus criterion 3

a,; = Weight of criterion 2 versus criterion 3

The AHP method can be used for performance appraisal in a variety of contexts, including project
management, risk assessment, and strategic decision-making [38]. AHP helps break down complex
problems into simpler elements, which are then systematically analyzed.

Table 7. Weighting criteria for each objective stage

Objective Index | Monitoring | Weight
stage Criteria
Identification (1)) CI.1 | Accuracy 0.686
Cl.2 | Completeness | 0.292
Cl.3 | Speed 0.117
Preservation CP.1 | Data Integrity | 0.686
(P) CP.2 | Security 0.292
CP.3 | Speed 0.117
Examination CE.1 | Accuracy of 0.686
(E) Tool Use
CE.2 | Efficiency 0.292
CE.3 | Completeness | 0.117
of Results
Analysis (A) CA.1 | Accuracy of 0.686
Analysis
CA.2 | Reliability of | 0.292
Results
CA.3 | Objectivity 0.117
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Documentation | CD.1 | Completeness | 0.686
(D) CD.2 | Consistency 0.292
CD.3 | Timeliness 0.117

The AHP assessment criteria for monitoring each stage vary. Table 7 is an explanation of the
criteria and weighting of each objective stage. An overview of the monitoring assessment with AHP
can be visualized in Figure 7. This AHP calculation method is a relevant option to measure the
competence of technical officers in the field while still being supervised by a certified supervisor.

Monitoring
Assessment

O ci;
C win-d
\ 0292

Figure 7. Monitoring assessment diagram

To test the validity of the calculation from the monitoring, the calculation of the paired matrix
needs to be done with the formula Eq. (2). Validity calculations can only be done using datasets that
have been tested with monitoring assessment, which are not simulated in this paper.

CR=CI/RI Eg. (2)

Explanation:

CR = consistency ratio
ClI = consistency index
RI = random index

This calculation is a yardstick which can overcome the severity from simple administrative errors
to the loss of important information during the examination process, and the loss of evidence [39].
These efforts are made so that when this framework is implemented, the evaluation of subjective
handling can also be avoided.

5. Conclusion

This research discusses digital forensic frameworks, starting from identification, analysis of
elements and sub-elements, to evaluation of existing frameworks. The findings of this research show
several things: first, there are various digital forensic frameworks used globally. Each framework has
advantages and disadvantages, as well as differences in intended use, programming language, and
commercial/open-source category. Second, existing digital forensic frameworks can be applied in
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Indonesia. However, there needs to be a framework specifically created for Indonesia to suit the
country's unique social, cultural, legal, and regulatory environment. Third, important elements in the
digital forensic framework include: identification, preservation, examination, analysis, and
documentation. Fourth, the evaluation of existing digital forensic frameworks shows several
shortcomings, such as: lack of focus on human resources, application, presentation, and preservation
of evidence; lack of preparation and competence of forensors; and lack of sophisticated tools and up
to date regulations. Fifth, there is a need to develop a new framework to prevent ethics violation. This
new framework should be comprehensive, address the specific needs and context in Indonesia, and
comply with applicable regulations/laws.

Based on the research findings above, it can be concluded that a comprehensive digital forensic
framework that is suitable for the Indonesian context is very important to support an effective and
efficient digital forensic investigation process. The development of a new framework is expected to
improve the quality of investigation process and far from ethics violation.
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