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SUMMARY

Machine-learning and deep-learning models are powerful tools for crime prediction. Using historical data, these
models can identify patterns and trends, as well as estimate the likelihood of crime occurring in specific
locations. Autonomous learning models include logistic regression, vector support machines (SVM), and decision
trees, which are relatively simple and interpretable, but may have limitations with complex, nonlinear data.
On the other hand, deep learning models, such as convolutional neural networks (CNNs), recurrent neural
networks (RNNs), and generative adversaries (GANs), can handle more complex data and capture intricate
patterns, but they require large amounts of data and can be difficult to interpret. The choice of the right
model will depend on the characteristics of the problem and the available data, taking advantage of the
strengths of each approach.
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1. Introduction

Crime prediction models, such as those using machine learning techniques, offer advantages in improving
preventive policing strategies and aiding resource allocation [1] [2]. These models can provide reasonable
estimates of crime hotspots, which contributes to decision-making by law enforcement law enforcement agencies
[3]. However, there are limitations, including difficulties in accurately predicting daily patterns of spatio-
temporal crime at the urban district scale [4]. In addition, predictive models may come under criticism for their
limited understanding of the social complexities of crime and potential biases in law enforcement [5]. Despite
these drawbacks, predictive autonomous learning models hold promise for identifying individuals at high risk of
criminal activity, contributing to the development of personalized rehabilitation strategies in psychiatry. More
research is needed to address these limitations and biases, ensuring the effective and ethical use of crime
prediction models for the benefit of society.

This work aims to present some of the most widely used data analytics models in the early detection of crimes,
their advantages, disadvantages and limitations.

2. Methodology

To carry out this literature review, articles were searched in Science Direct databases. Keywords related
to the topic of study were used and criteria were established to include only articles published between 2020 and
2023, in addition to some from previous years, prioritizing recognized scientific journals.
15 articles were chosen from a total of 25, the methodology, results and conclusions of each selected article were
analyzed. The organization of the information was carried out in a synthesis matrix, identifying patterns and
differences in the different models. The analysis focused on trends and areas that still need further research, for
future studies in the field.
This systematic approach ensures that the review is relevant and current, thus contributing to knowledge on the
topic.

3. Data Analytics Methods

To predict crime in cities and countries, machine learning and deep learning models have been used. These
models use historical crime data to predict the likelihood of a crime occurring in a specific location, identifying
patterns and trends in the crime data provided. Crime prediction helps law enforcement take preventative
measures and reduce the crime rate in a city or country. Below are some machine learning and deep learning
models used in crime prediction, along with their advantages and disadvantages.

3.1 Autonomous learning model.

These models can be classified according to the degree of human supervision required by the algorithm as
supervised learning, unsupervised learning and reinforcement learning.
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3.1.1. Supervised learning

This model uses a pre-labeled dataset for training and finding the desired solution [7, p.8] [8]. In this category,
various activities are developed, highlighting the task of classification, where the models must generate a
function that categorizes an input set, and the assignment of regression, which, although similar to classification,
differs in that its output is continuous instead of discrete [6].

3.1.2. Unsupervised learning

In this category, the model does not have labeled data for training. In this algorithm, only the input data is known
and the goal is to organize the data in such a way as to simplify its analysis. The most commonly used
algorithms are Clustering, Principal Component Analysis and Anomaly Detection [7, p.10].

3.1.3. Reinforcement learning

This model is also known as Reinforcement. In this case, the algorithm interacts with a dynamic environment
until it reaches a specific goal, accepting rewards or punishments as the problem evolves, by trying to
autonomously formulate the best strategy for greater performance over time [7, p.14].

3.1.4. Other machine learning algorithms

There are various algorithms that vary in structure, input and output data, and computational complexity; among
the most widely used Machine Learning models in crime prediction, especially for classification, are Logistic
Regression, Vector Support Machines, or SVM, and Decision Trees.

3.1.4.1. Logistic regression

This type of regression is used to estimate the probability that a variable belongs to a specific class. If the
probability is greater than 50%, the model predicts that the variable belongs to the positive class, otherwise, the
prediction indicates that the class is negative [7, p.144]. This probability can be calculated with the equation:
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where, is the estimated probability, ¢ the sigmoid function, the matrix of characteristics, 6 the vector of
parameters of the model, corresponds to the prediction. The model can be easily compressed and handle missing
data. However, it can be prone to overfitting and is not suitable for non-linear data.pXy

3.1.4.2. Vector Support Machine

The Vector Support Machine model is part of the supervised learning methods for classification, regression or
detection of endpoints. In these models, base functions centered on the training data points are defined and then a
subset of these points is selected, which are called support vectors [6]. SVM predictions are particularly suitable
for the classification of complex, but small or medium-sized datasets, and can perform linear and nonlinear
classification tasks [9][7, p.155]. An important property of this type of model is that the parameters are
determined as the solution to an optimization problem with a convex cost function, so that, despite the fact that a
nonlinear problem is involved, the solution is relatively simple [6,8]. In short, this model is efficient in terms of
memory and can handle non-linear data. However, it can be difficult to interpret and can be sensitive to
parameter selection.

3.1.4.3. Decision trees

They are conceptually simple but powerful methods. The main idea is to select the prediction model based on the
input variables. To obtain the structure of the tree, the input space is first divided into a set of rectangles, and
then each region is assigned a simple model as a constant. This partition is then assigned its equivalent tree
structure where each internal node denotes a test on one or more attributes, each branch represents a test output
and the leaf nodes represent the classes [6][7, p.177]. In this way, a model combination method is obtained,
where a single model is responsible for making predictions for a given point in the input space, and therefore can
be described as a sequence of binary selections corresponding to the cross-sectional structure of the tree [6]. This
model is easy to understand and visualize, and can handle missing data. However, it can be prone to overfitting
and is not suitable for complex data.

3.2. Deep Learning Models

These models comprise convolutional neural networks (CNNs), recurrent neural networks (RNNs), and
generative neural networks (GANs).

The Convolutional Neural Networks (CNN) model is efficient in terms of memory, is used for image processing
and has been used for crime prediction. Its main advantage is its ability to identify patterns and features in
images [10]. However, they require a lot of data and training time. Recurrent neural networks (RNNs) are used
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for processing data streams, such as text, audio, or time series [11][12]. Their main advantage is their ability to
model time dependence on data, making them suitable for sequential data, such as natural language. However,
they can be prone to overfitting and require large amounts of data to train. RNNs have been used for crime
prediction based on social media data. Another model is Generative Neural Networks (GANs), which can
generate realistic synthetic data and can be used for image and video generation. However, it can be difficult to
train and may require large amounts of data.

4. Models with generative Al

Data analytics models that employ generative artificial intelligence to predict crime are gaining
attention as they improve in accuracy and efficiency. These models use historical crime data and advanced
techniques, such as generative adversarial networks (GANs) and deep learning. Integrating human mobility
patterns, from social media data and location services, has been shown to increase the effectiveness of
predictions by 2% to 7% [13]. GANSs, on the other hand, help balance classes in crime datasets by generating
synthetic examples, improving performance on classification tasks [14]. However, the use of Al in crime
prediction raises important ethical questions about transparency and the presumption of innocence, underscoring
the need for safeguards to protect fundamental rights [15]. While generative Al models hold promise for
increasing the accuracy of crime prediction, it is essential to address their ethical implications to ensure fair and
accountable policing practices.

Analysis and Conclusion

Machine learning and deep learning models are widely used for crime prediction. These models use historical
crime data to identify patterns and trends, and predict the likelihood of a crime occurring in a specific location.
Among the models of autonomous learning, logistic regression, vector support machines (SVM) and decision
trees stand out. These models have the advantage of being easy to understand and interpret, and can handle
missing data. However, they can be prone to overfitting, are not suitable for complex, non-linear data (in the case
of logistic regression and decision trees), and can be sensitive to parameter selection (in the case of SVMs).

On the other hand, deep learning models, such as convolutional neural networks (CNNSs), recurrent neural
networks (RNNs), and generative adversarial neural networks (GANSs), have the ability to identify complex
patterns and features in images, data streams, and structured data. Specifically, CNNs are efficient in terms of
memory and can identify patterns in images, while RNNs are suitable for modeling temporal dependencies in
sequential data, such as text and time series.

However, deep learning models also have limitations. These models can require large amounts of data and
training time, can be prone to overfitting, and can be difficult to interpret and explain. In addition, GANs can be
complicated to train and also require large amounts of data.

In summary, both machine learning and deep learning models offer advantages and disadvantages in predicting
crime. Machine-learning models are simpler and more interpretable, but they may not be suitable for complex,
non-linear data. On the other hand, deep learning models have the ability to identify complex patterns and
features, but they can require large amounts of data and be difficult to interpret.

The choice of the most appropriate model will depend on the type of data available, the complexity of the
problem, and the specific requirements of the crime prediction task. In some cases, it may be beneficial to
combine different models or use ensemble learning approaches to build on the strengths of each model and
mitigate its limitations.
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